SUC - Highly available SAN for virtualised servers

No more downtime!

antee high quality

Service providers must guar-

for your services. To guarantee
the good level of their services,

standards

SUC Coburg relies on virtualisa-
tion and high failure safety, which
is realised by a one-stop solution
offered by N-TEC.

he Stadtischen Uberland-

I werke Coburg, SUC for short,
must be available at all times

for roughly 90,000 residents in the ad-
ministrative district, no matter wheth-
er for electricity, gas, water, long-dis-
tance heating and bus connections.
They constantly supply their users
with the daily services that no one
would, or could, do without. For that
reason, the company knows how im-
portant it is to maintain this high de-
gree of service quality. SUC expects

nothing else from its EDP environ-
ment as well. Only a solid business
and IT base will permit the fulfilment
of the own customer standards.

SUC has been an acting concern
since 1999 and unites different offer-
ings under one roof. These include
the service departments SUC Ener-
gie and H20 GmbH, SUC Bus and
Aquaria GmbH and the Stadtische
Werke  Uberlandwerke  Coburg
GmbH. The smooth operation of the

internal processes requires a solid
EDP that comprehensively satisfies
the various requirements. “We have
a very mixed, heterogeneous IT en-
vironment”, explains Thomas Gruhn,
EDP team leader of SUC. “Add the
fact that we also use virtualised serv-
ers. The memory must be reliable,
scalable and powerful. We can only
offer a good service if we have good
working prerequisites”.




Serving server virtualisation
and IT customers

Roughly 400 employees work within
the SUC group. A further 100 users
were added because of an additional
service sector. These are company
customers who place their server
services in the hands of SUC. A dedi-
cated line enables them to access
their dedicated server, which could,
for example, function as a domain
server. The hardware and adminis-
trative expenditure is in the hands of
the Coburg public utility company.

“These are the customers who rely
one hundred percent on our servic-
es”, says Gruhn. “We cannot afford
downtimes or bad maintenance here.
That is how the requirement emerged
about making the IT environment as
reliable as possible, meaning highly
available and flexible”.

Moreover, the group works with dif-
ferent servers, among others do-
main controllers, DNS servers, ERP
systems, database and application
servers. In the course of optimis-
ing the utilisation of resources, SUC
uses “VMware” “ESX” servers which
generate a virtual server environ-
ment. However, this environment
demands a high-capacity memory as
regards not only the 1/O load but also
to the computer usage. The seven
members of the EDP team headed
by Thomas Gruhn looked for a cor-
responding Storage Area Network
solution (SAN). This solution should
not only be highly reliable but also
expandable and guarantee optimal
system utilisation. To this date, the
ESX server had only used internal
storage resources. It was not possi-
ble to either virtualise or allocate the
capacities according to performance.
Scalability or failure safety was not
given either. The old hardware was
to be replaced by a flexible environ-
ment in order to quickly provide new
server services and be protected
from failure risks.

Cluster SAN with ICEBOX

The choice fell on the N-TEC storage
manufacturer from Ismaning, Ger-
many. This company offered a clus-
tered SAN with virtualisation function
and the option of mirroring a location
on a second location.

Two “ICEBOX FQS” RAID systems
work together with two virtualisation
switches: “SANRAD 3400”. In order
to offer full redundancy and failure
safety, these components were linked
to form an iSCSI FC world in a dedi-
cated architecture with two 1 Gbit/s
switches and the ESX servers.

Each of the ESX servers are con-
nected to both 1 Gbit/s Ethernet
switches in the iSCSI environment.
These switches in turn each connect
individually to both SANRAD mod-
ules. A 4 Gbit/s fibre channel network
helps the virtualisation entities find
the connection to the ICEBOX FQS

RAID systems, which are also dual
here: each switch to both storage de-
vices. This crossed connection con-
figuration alone already enables mul-
tipathing from the ESX servers. The
failure safety also increases substan-
tially. If one line is damaged, the en-
tire data transfer can be “detoured”
over the second route.

“This was the only configuration that
was possible for these high require-
ments regarding failure safety,” ex-
plains Andreas Hauf, responsible for
the project and the Head of Technol-
ogy and Support at N-TEC.

“Redundant components, paths and
data guarantee optimal protection.
This helps SUC to guarantee the
best reliability even as a service pro-
vider.”
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Goodbye failure: Dual paths offer high degree of safety.



To protect the data just as reliably,
they are not just replicated asynchro-
nously at SUC as is done by many
other solutions of other manufactur-
ers. At SUC, the data are synchro-
nously mirrored for every write access
to a second ICEBOX. The modified
data blocks are simultaneously writ-
ten to both ICEBOX systems. This
is the only way to guarantee the re-
dundant storage of application data
which do not work on a release level
(CIFS, SMB) but require access to
the data medium in blocks in order
to store the data. Data bases are the
best example for such applications.

Pure replication solutions do not per-
mit this. Moreover, the storage space
of the ICEBOX systems can be ef-
ficiently used, or allocated, by the
virtualisation switches. Gruhn can
now allocate dedicated storage to
individual virtual machines appropri-
ate to use without being hindered by
the limits of internal resources. Fur-
thermore, memory from third-party
providers can be be integrated in
the memory pool, thus offering SUC
greater play and flexibility.

“We are now able to offer the flexibility
of our IT environment to our custom-
ers”, says Gruhn. “The virtualisation
helps us to optimally use the existing
memory. Also, the high redundancy
and failure safety enables us to pass
on this high degree of service reliabil-
ity to our customers”.

Powerful, inexpensive and
safe

Both RAID systems from the ICE-
BOX FQS model are the heart of the
SAN solution. They offer room for
16 SAS hard disks with 147 Gbyte
each and have two 4 Gbit/s FC in-
terfaces which permit redundant
data paths. The high-performance
SAS disks and Intel “XScale 64 bit
RISC” micro-processors ensure that
the 1/O load of the virtualised servers
is transferred smoothly. The system
permits mixed operation of SAS and

SATA disks, giving the group addi-
tional scaling options.

Additional storage space require-
ments can be realised by the SAS
Expansion Port, which enables
the connection of three additional
JBODs. LUN addressing occurs in-
dependent of host. Dynamic RAID
expansion, a so-called online expan-
sion, and migration to a higher RAID
level is possible. The ICEBOX also
allows automatic rebuilds. The model
supports Dual Loop as well as use in

All system-critical components and
parameters are monitored. In case
of a fault, the IT manager is notified
via SNMP Trap, email (SMTP), Win
PopUp (netsend) or by the network-
independent Securion relay inter-
face. The RAID controller is on a cold
swap rack and can be exchanged
quickly and easily as needed.

“The entire N-TEC solution not only
offered us versatile function, sturdi-
ness and safety,” says Gruhn. “The
price-performance ratio was really

Powerful & inexpensive Data is stored centrally on two
N-TEC ICEBOX FQS systems

a Switched Fabric environment with
SAN Masking.

To guarantee the already high de-
gree of failure safety on the part of
the system, N-TEC equips its models
with redundant fans and power units.
Also, the “S.M.A.R.T. Correction” of
the manufacturer is useful. This tech-
nology includes a disk self-test, disk
scrubbing and disk cloning. Scrub-
bing describes a data integrity check
with recognition of bad sectors and
the correction of parity errors. Clon-
ing is the periodic examination of
hard disks which swaps data to hot
spare disks in case of errors.

The ICEBOX SAS Systems are ad-
ministrated via the Web and are thus
independent of operating system
and platform. An additional software
installation was not necessary for the
EDP team. As a further configuration
option, the system offers access via
terminal emulation (RS232), SSH or
the password-protected front control
panel with display.

convincing. At first, the investment
costs in the virtual environment ap-
peared to be the same as that of new
systems. But when considered in the
long term, enormous savings poten-
tials for the follow-up costs became
clear.”

The SANRAD V switches represent
the bridge to the IP world. They ena-
ble a complete storage virtualisation
for multi-vendor FC storage systems.
The switch permits memory alloca-
tion at a block level basis via algo-
rithm which stores the data packages
concurrently on both storage entities.
Parity information is not stored, ena-
bling the memory system to be direct-
ly connected to the server in case of
an emergency. The data can still be
used during this procedure, offering
SUC the possibility of adding further,
other storage units.

One-stop solution from
server to storage

The project that Thomas Gruhn
and his team began already at the
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end of 2007 first revolved around
server virtualisation. They decided
to use an N-TEC solution here as
well. The “rapidServe” series models
with QLogic iSCSI HBAs are used
as ESX servers. These guarantee
broad RAID support, good perform-
ance and compatibility.

“N-TEC gets bonus points especially
for their good consultation and com-
petence,” Gruhn affirms. “Their ex-
pertise in the server and storage en-
vironment enabled them to offer us

fore “anticipatory” for reading access,
which reduces latency times.

Furthermore, the Ethernet switches
can be exchanged without reducing
the operating ability. Only the path —
the iISCSI target — changes. The EDP
team can add manufacturer-inde-
pendent capacities for the storage,
but the ICEBOX systems also allow
internal and external expansions,
enabling large storage volumes.

The central intelligence of highly available storage solutions is
represented by both of the mirrored SANRAD 3400 switches

an individual, coordinated and highly
functional solution. Virtual servers
demand more than a conventional
memory box. N-TEC was aware of
the challenges of such an environ-
ment and specifically planned the im-
plementation of a high-performance
and failure safe storage network with
us. The tests were successful so that
we have the complete solution in pro-
ductive use since August 2008".

High scaling potential

Another criterion for choosing this
solution was the investment protec-
tion which not only offers consolida-
tion capabilities, but which also has
an enormous scaling potential. The
SANRAD switch is a switch optimised
for virtualisation, enabling through-
put rates of 180 Mbyte/s in a single
1 Gbit/s network. Equipped with three
lines that makes up to 540 Mbyte/s.
If converted to 10 Gbit/s (possible
as of 2009), this would substantially
increase the rate. These numbers
are partially the result from the ratio
of write-read accesses, which is 1:3.
The cache works preemptively, there-

“The consultation and implemen-
tation of the project was done very
professionally”, says Thomas Gruhn.
“Service, price and scalability simply
suited each other. We also have a
high failure safety that we can use
to satisfy the equally high service
level agreements of our customers.
The redundant data stock caused
by real-time mirroring also protects
us against data loss. Moreover, the
great flexibility of this complete solu-
tions saves us additional investment
costs. This permits us as Stadtwerke
Coburg to do justice to our reputa-
tion of being a reliable and quality
true service provider”.
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